ITAMATKA
JIJISI OBYYAIOIIIUXCSA Ob TH®OPMAIIMOHHOM BE3OITACHOCTH

C KaXxIpIM TOJOM MOJIOJCKUA B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJBHUKU OJHU U3
CaMbIX AaKTUBHBIX IOJb30BaTenedl Pynera. Mexay TeM, NOMUMO OrpPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET W MPOOJIeMBL. JTa MaMsATKA JIOJDKHA IMOMOYb TeOe 0e30TacHO
HaXOJUTHLCS B CETH.

KomnbrorepHbie BUpPYyChI

KoMnbroTepHblii BUPYC - 3TO pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue K 3TOMYy,
BUPYChl MOTYT TMOBPEAUTh WA TOJHOCTHIO YHHMUYTOXHUTH Bce (aillbl W  JaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)XxeHHasi Iporpamma,
a TaKKe MOBPEAUTh WINM JaK€ YHHUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (Qailiamu B
1enoM. B 6obIIMHCTBE CilydaeB pacipOCTpaHsIOTCs BUPYChl Uepe3 UHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Ucnonb3yili COBpEMEHHBIE OINMEPAMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIM YPOBEHB
3alUThI OT BPEJOHOCHBIX IPOTPAMM;

2. IlocrosiHHO ycTaHaBiuMBail mautu (UKM(POBBIE 3aMJaTKH, KOTOpPbIE ABTOMATUYECKU
YCTaHaBIMBAIOTCA C LENbl0 JOpabOTKM MporpamMMmbl) U Jpyrue OOHOBJIEHHS CBOEH
onepanuoHHO# cucteMbl. CkaunBail uX TOJIbKO ¢ ounmanbHOro caifta paspadorunka OC. Ecnu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. PabGoraii Ha cBOEM KOMIMBIOTEPE TOJI MpaBaMU IOJIb30BaTENsA, a HE aJIMUHUCTpATOPA.
OTO He TMO3BOJHUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HHCTAJUIMPOBATHCS HA TBOEM
[IEPCOHAIIBHOM KOMITBIOTEPE;

4. Wcnonp3yid aHTUBUPYCHBIE MPOTrpaMMHbBIE MPOAYKThl M3BECTHBIX MPOU3BOIUTENECH, C
ABTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub GpU3NYECKUN JOCTYI K KOMIBIOTEPY JJ1sl TOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHeIIHWE HOCUTENU MH(GOpMaluuU, Takue Kak duienika, Tuck uinu (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (DAIIbI, IOJydYEHHBIC U3 HEHAJC)KHBIX HCTOYHHUKOB. Jlake
Te (hailiibl, KOTOpbIE IpUCIal TBOM 3HAaKOMBIN. Jlydllle yTOUHU y Hero, OTIPABIISLI JIU OH TE€OE UX.

Cern WI-FI

Wi-Fi - 310 He BU niepeiauu TaHHBIX, HE TEXHOJOTHs, a BCETO JIHMIIbL OpeH 1, Mapka. Eie B
1991 rony nupaepnaniackas kommanus 3apeructpupoana Opena "WECA", uro o6o3Hayano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBouTcs Kak "O0ecrpoBOAHAs TOYHOCTB".

Jlo Hamiero BpeMeHH Jolia apyras aOOpeBuaTypa, KOTOpas SBISETCS TaKOW ke
TexHosiorueil. 1o abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT
BhIcieil 3BykoBoii TexHuku Hi-Fi, uto B mepeBose o3HayaeT "BbICOKAs TOUHOCTD'.

Jla, OecrulaTHBIF MHTEpHET-IOCTYH B Kade, OTENsX M a’dponoprax SBISETCS OTIUYHON
BO3MO’KHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE AKCIEpPTHI CUMTAIOT, YTO 001IeA0CTyHbIe Wi-
Fi cetn He sBisitoTCS 6€30TaCHBIMU.

CoBeTblI 110 0e30macHOCTH pabOThI B 00MIe10CTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyro HHpoOpMmanuio yepe3 oobuienoctynusie Wi-Fi ceru.
PaboTas B HUX, )KeJaTeIbHO HE BBOAUTH MAPOJIH JOCTYIA, JOTMHBI U KaKUe-TO HOMEpa;

2. Ucnonw3yih 1 OOHOBISAN aHTUBUPYCHBIE Mporpammbl U OpaHamayep. Tem cambIM Tbl
oOe3omacuib cedst OT 3aKaYKH BUpPYCa Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi otkmoun ¢ynkmuio "OOmmit poctyn kK daitnam u



npuntepam". JlanHast (QyHKOMS 3aKphiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOPHIE II0JIb30BATEIN
aKTUBHUPYIOT €€ JUIs y100CTBa HCIIOJIb30BaHus B paboTe min yueoe;

4. He ucnonb3yit nyonauunbii WI-FI nns nepenaum JIMYHBIX AAHHBIX, HanpuMep s
BBIX0/1a B COIIMAJIbHBIC CETH UJIHM B AJIEKTPOHHYIO TIOYTY;

5. Wcnonw3yii Tosibko 3ammieHHoe coequHenue depe3 HTTPS, a nwe HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOmisHOM Tenedone otkmoun Gynknuio "[logxmouenne k Wi-Fi aBromatruecku".
He nomyckaif aBToMaTn4eckoro MoAKIIOYeHNs yCTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

CounajanHble ceTH

ConuanbHble CETH aKTUBHO BXOJAT B Hally JKHW3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT TaM
nocrosiHHO, a B Facebook yxe 3aperucTpupoBaH MIUTHAPA YEJIOBEK, YTO SIBJISETCS OIHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE NOJb30BaTeNM HE MOHUMAIOT, YTO MH(popMaius,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOKET ObITh HalJIeHa U UCIIOJIb30BaHA K€M YIOJHO, B
TOM 4HCJIe HE 0053aTeNIbHO C OJIaruMU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIMATIBHBIX CETAX:

1. Orpanuub cHHCOK Apy3el. Y TeOss B ApPY3bAX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuiail cBOro YacTHYIO *u3Hb. He yka3piBail mapoiu, TenedoHsl, ajgpeca, JaTy TBOETO
POXKJIEHUS U APYryl0 JUYHYIO HHGOpPMalN0. 3T0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
nH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUIAHUPYETE MPOBECTU KaHUKYJIbI;

3. 3amumiail CBOI0 pPEeIyTamuio - IepPKU €€ B YUCTOTE W 3a/aBail cebe BOMpOC: XOTes Obl
ThI, YTOOBI JAPYyrue Mojab30BaTENM BUIEIHU, UTO Thl 3arpyxaems? [logymail, mpexae 4em 4To-To
OMyOJIMKOBATh, HAMKCATD U 3arPY3UTh;

4. Eciii Thl TOBOPHUIIB C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pEabHOE UMSI
U JAPYTyIo JINYHYIO0 HH(OpMALMU: UM, MECTO )KUTEIbCTBA, MECTO YueOBbl U MpoYee;

5. U36erait pasmemenus ¢otorpaduii B UHTEpHETE, TI€ THI M300paKeH HA MECTHOCTH, T10
KOTOPOW MOYHO OINPEAEIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [Ipu peructpauuu B COIMAIBHON CeTH HEOOXOAMMO MCIIOJIB30BATh CIOXKHBIE MApOJIH,
cocrosimue u3 OyKB ¥ UQP U C KOJTUUECTBOM 3HAKOB HE MeHee §;

7. ns conumanbHOM CeTH, MOYTHI U JIPYTUX CAMTOB HEOOXOAMMO HCHOJIB30BaTh pa3HbIC
naponu. Torga eciau Te0s B3IOMAIOT, TO 3JI0YMBIIIJICHHUKU TOJIYYaT JOCTYM TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBbIE IeHbI' |

DJNEeKTPOHHBIE JIEHBI'M - 3TO OUY€Hb YIOOHBIM CHOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOUICHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TU JICHBTH.

DJNEeKTPOHHBIE JAEHBI'M HOSBUIMCH COBCEM HEJABHO M MMEHHO H3-3a 3TOT0 BO MHOTHX
rOCy/IapCTBax JI0 CUX IOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM ()yHKIMOHMPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJI€ UX Pa3JesioT
Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspemaercs IpPOBOAUTH oOlepauuu 0e3 UACHTU(HUKAIMKU [0Jb30BaTeNs, a B
HEaHOHUMHBIX UIEHTH(PUKALIMS TOJIb30BaTENs ABISIETCS 0053aTEIbHOM.

Tawke cnenyer pasnuyarh 3J€KTPOHHbIE (HUaTHBIE JI€HBIUM (PaBHBI TOCYAApPCTBEHHBIM
BaJIOTaM) M JIEKTPOHHbIE HE(pUaTHBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ NEKTPOHHBIMU JICHbIaMHU:

1. IlpuBsku K cuyeTy MOOMIBHBIN TenedoH. DT0 camblil yqoOHBIH M OBICTPBIH croco0
BOCCTAaHOBHUTH JIOCTYN K cuery. l[IpuBsizanHbIi TenedoH MOMOXET, eciu 3alyaems CBOMH
TUTaTEXKHBIM MapoJib WIK 3aiIelb HAa CAUT C HE3HAKOMOTO YCTPOUCTBA;

2. Ucnonb3yit ogHopas3oBbie maponu. [locne nmepexoja Ha yCHIIEHHYIO aBTOPH3AIMIO Tebe



y’Ke He OyZeT yrpokaTh OMACHOCTh KPakKy WM TlepexBaTa IIaTeXHOTO MapoJs;

3. Beibepu cnoxHblit naposib. [lpectynaukam OyaeT He MPOCTO yrajaTh CIOXKHBIN MapoJb.
HanesxHble mapoiu - 3T0 Hapoiy, KOTOPBIE COJEpKaT HE MEHEe 8 3HAKOB U BKIJIIOYAIOT B ce0s
CTPOYHBIC U TIPONHUCHBIC OYKBBI, HU(PHI U HECKOJBKO CHMBOJIOB, TaKH€ KakK 3HAaK J0JuIapa,
¢dyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJaHHbBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

DJIeKTPOHHAA MOYTA

DNEeKTpOHHAas M0YTa - 3TO TEXHOJIOTHUS M IPEIOCTaBISEMbIE €0 YCIYTd IO MEPECHUIKE U
MIOJIyYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpelesioTcs B KOMIBIOTEPHOH CETH.
OO6b1uHO AIEKTPOHHBIN MOYTOBBIN ALUK BBITJISIAUT CJIETYIOIIUM oOpa3zom:
UMs_TIOJIb30BaTeNs(@UMs_JTOMEeHa. Takke Kpome Iepellaud MpOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTb TiepeiaBaTh (ailsibl.

OcCHOBHBIE COBETHI 110 O€30TIaCHOM pabdOTe C AMEKTPOHHON MOYTOMH:

1. Hago BeIOpaTh mpaBUiIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OTPOMHBIN BBIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHCOB, OJJHAKO JyYIlle JOBEPATh TEM, KOI'O 3Haellb U KTO MEPBbIi B
pEeNTHHrE;

2. He ykaspiBail B nuM4HON moure JWuyHyro uHbopmauuioo. Hanpumep, nydimie BbIOpaTh
"My3bIKabHBIN _paHat@" wim "pok2013" BmecTo "Temal3";

3. Wcnonb3yil ABYX3TaHYK aBTOPHU3ALUIO. JTO KOTAA MOMHUMO Mapojs HY)KHO BBOIUTH
KOJI, MPUCHITIaeMbIi 10 SMS;

4. BpiOepu CIOXHBIA TMapoJib. [[Is1 KaXJ0ro IMOYTOBOTO SIUKA JOJDKEH OBITh CBOM
HAJIC’KHBIM, YCTOMYUBBIN K B3JIOMY NApOJIb;

5. Ecnm ecThb BO3MOKHOCTh HaIKMCaTh CaMOMY CBOW JIMYHBIA BOMPOC, UCIOJB3YH ATy
BO3MO>KHOCTb;

6. Hcnonp3yld HECKOJIBKO TMOYTOBBIX SIIIUKOB. [lepBhIid [Jisi 4acTHOM TMEPENHUCKUA C
azgpecaTaMy, KOTOPBIM Thl JIOBEpsCIIb. DTO 3JEKTPOHHBIA aapec HE HAN0 HCIOJIb30BaTh INPU
peructpanuu Ha Gopymax u cairax;

7. He oTkpbiBaii (aiinel U Ipyrue BIOKEHUS B MUCbMAX, )€ €CJIM OHU MPUIILIA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (aiiibl;

8. Ilocne okoH4yaHus pabOTHI HA MOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKJIAJKU C CAUTOM
He 3a0y1b HaXaTh Ha "Beriditu".

KnOepOy/UIMHT WK BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymiauHr - npecienoBaHie COOOIICHUSIMHU, COACPKAIIUMU OCKOPOIIEHUS, arpecculo,
3alyruBaHue; XyJIUraHCTBO; COLManbHOE OOMKOTHPOBAHME C TIOMOIIBIO PA3IMYHBIX WUHTEPHET-
CEpPBHCOB.

OcHoBHble coBeThl M0 00prOe ¢ kubepOymmuurom: 1. He Opocaiics B 6oit. Jlyumuit
Croco0: MOCOBETOBAThCS Kak ce0si BECTU U, €CIM HEeT TOro, K KOMYy MOKHO OOpaTHThCA, TO
BHayaje YyCHOKOMUThCS. Ecimu Thl HauHelmb OTBeYaThb OCKOPOJEHHUSMU Ha OCKOpPOJIEHHs, TO
TOJIBKO e111e OOJIbIIe Pa30XKellb KOH(IHKT;

2. Yrpasisiii cBoelt kubeppernyranuei;

3. AHOHUMHOCTH B ceTH MHHUMas. CyIIecTBYIOT CHOCOObI BBIICHHTb, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTOUT BeCTH XyJIUTaHCKUIl 00pa3 BUPTyalbHOM >kM3HU. VIHTEpHET (UKCUpYyeT Bce
TBOM JICMCTBUS M COXpaHSAET UX. Y AAIUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. CoGumro1aii cBOIO BUPTYAIbHYIO YECTh CMOJIOJLY;

6. Urnopupyit enuHnuHbId HeratuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOLICHUS JIyYllle
UrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTa M,

7. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOLICHHSMH, B COIMAJIBHBIX



CeTSAX €CTh BO3MOKHOCTb OJIOKMPOBKH OTIPABKU COOOIICHUI C OTPE/ICIICHHBIX aJPECOB;

8. Ecmu Te cBugerens kubOepOymumHra. TBOM JAEHCTBHS: BBICTYIHTH IPOTHB
npecienoBarens, MOKa3aTh €My, 4YTO €ro JEHCTBHs OIICHMBAIOTCS HEraTUBHO, IMOAJCPKATb
KEpPTBY, KOTOPOH HYKHA IICUXOJIOTUYECKas IOMOIIb, COOOIIUTH B3pOCIHBIM O (hakTe
arpecCUBHOTO MOBEICHUS B CETH.

MoouibHblii TesedoH

CoBpeMeHHbIE CMapT(OHBI U TUIAHIIETHI COJIEPXKAT B ceOe BIIOJIHE B3POCIBIN (PYHKIIHOHAI,
U Telnepb OHU MOI'YT KOHKYpPUpPOBAaTh CO CTallMOHApHBIMU KoMmibtorepamu. OnHaKo, CpeiacTB
3alUTHl A7 MOJ00HBIX YCTPONCTB MOKa O4YeHb Maylo. TecTupoBaHHE M MOUCK YA3BUMOCTEH B
HUX TPOMCXOTUT HE TaK WHTEHCHMBHO, Kak mus [IK, To e camoe Kacaercs M MOOWIIBHBIX
MIPUIIOKEHHHN.

CoBpemeHHbIe MOOMJIbHBIE Opay3epbl YK€ MPaKTUYEeCKHU JTOTHAJIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacipeHue (yHKIHOHAIA BJIEUET 3a COO00M OOJIBIIYI0 CI0XHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENN BBIMYCKAIOT OOHOBJIEHMS, 3aKPbIBAIOLIUE KPUTHUYECKUE
YSI3BUMOCTH JJISl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TTaCHOCTH MOOMIIBHOTO TenedoHa:

Huyero ne sBnsieTcst mo-HacTosemMy OecriaTHBIM. Byns octopoxeH, Beap korga tede
MpeJUIaratoT OECIUTaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUTATHBIC YCITYTH;

Hymaii, mpexae ueM oTinpaBuTh SMS, ¢oTto miu Buaeo. Thl TOUHO 3HAEIIb, I/I€ OHU OYAyT
B KOHEYHOM UTOTE?

Heo6xomumMo 0OHOBIATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JJIsI MOOMJILHBIX TeNle()OHOB;

He 3arpyxaii mpuioxeHHs: OT HEHM3BECTHOTO HMCTOYHMKA, BEllb OHM MOTYT COJEpXKaTh
BpPEIOHOCHOE MPOTPaMMHOE 00eCIIEUeHHE;

[Tocne Toro kak THI BBIMACHIb C caiiTa, e BBOJAWJ JMYHYIO HH(POpPMAILHIO, 3aiId B
HacTpoiiku Opay3epa u yaanu cookies;

[leproauuecku npoBepsii, KakKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

JaBaii cBoil HOMep MOOUIIBHOTO TelehoHa TOJIBKO JIIOASIM, KOTOPBIX Thl 3HACHIb U KOMY
JOBEPSCIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTJa Thl UM HE MoJb3yeribes. He 3a0piBaii nHOTIA
MIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJAWH-UTPBl - 3TO KPAacOuHble, 3aXBAThIBAIOIIUE pPAa3BJICUEHUS,
00BEIMHSIOIINE COTHU THICSY YEJIOBEK 10 BCeMy MHpY. Mrpoku uccieayroT AaHHBIA UM MUp,
oO0IIal0TCs APYT € APYIOM, BBIIOJHSIOT 3aJlaHMsl, CPAXKAIOTCSA C MOHCTPAMM U MOJIy4YaroT OIIBIT.
3a yZ0BOJIbCTBUE OHHU IJIATAT: MOKYHNAIOT JUCK, OMJAYMBAIOT a0OHEMEHT WJIM HpUOOpeTaroT
KaKHe-TO OILHUU.

Bce otm cpencrtBa uMIyr Ha NOAAEpKAHME M pPa3sBUTUE WIPHI, a TAaKXKe Ha camy
0€30IMaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPU3AIlMH, BBIITYCKAIOTCS HOBBIE MaT4U
(umndpoBbIe 3aMaaTKy i IPOTrpaMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoGHBIX Mrpax CTOMT omnacaTbcs HE CTOJBKO CBOMX COIEPHHUKOB, CKOJBKO KPaXH
TBOETO MapoJisl, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMH OOJIBIINHCTBA UTD.

OCHOBHBIE COBETHI IO OE30MTACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Eciiu npyroit urpok BeneT cedsl II0XO WM CO3/1aeT TeOe HEMpPUSATHOCTH, 3a0JI0OKUpPYH
€ro B CIIMCKE UTPOKOB;

2. Ioxamy¥icss aIMUHUCTPATOPAaM UIPhl Ha IJIOXOE MOBEJEHUE ITOrO UTPOKA, XKEJIATEIHHO
MIPWIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUAE CKPUHOB;



3. He yka3piBaii TMuHyI0 HHPOpPMALUIO B TIpodaiiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBiuBaii Heo(pUITHAIBHBIC TATYH U MOJIBI;

6. croib3yil ClI0>KHBIE U pa3HbIE 11apOJIN;

7. Jlaxxe BO BpeMs HIpbl HE CTOMT OTKIKOYaTh aHTUBHpycC. Iloka Tel Wrpaemb, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN Kpaxka JJUIHbIX JaHHBbIX

OObIUHOM Kpaxkel JeHer W JOKYMEHTOB CETOJHsS YyXe HHUKOTO HE YAWBHINb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHHA 3JIOYMBINIJICHHUKH TEPEMECTHINCh B HWHTEPHET, W
MPOIOJHKAIOT 3aHUMAThCS "TIOOMMBIM' JIeTIOM.

Tak mosiBMIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIWHT, TJIaBHAs IIETh
KOTOPOTO COCTOWT B TOJYYEHUH KOH(HICHIMATHHBIX TaHHBIX IMOJIb30BATENEH - JIOTHHOB M
naposeil. Ha anrnuiickom si3pike phishing unraercs kak ¢umuHr (ot fishing - ppibHas noBis,
password - mapoJis).

OcHOBHBIE COBETHI 110 60PHOE C PUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Tl moj03peBaelib, 4To TBOSI aHKETa ObLIa B3JI0MaHa,
TO HE0OX0MMO 3a0JI0KHUPOBATh €€ U COOOIINUTh a]MUHICTPATOpaM pecypca 00 3TOM KaK MOYKHO
CKoOpee;

2. HUcnonp3yii 6e30macHble BeO-CaiiThl, B TOM YHCJIE, HHTEPHET-Mara3uHoB M MOHUCKOBBIX
CHCTEM;

3. Ucnonp3yii clokHBIE W pa3Hble Mmapoyii. TakuM oOpa3oMm, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJIYy4aT JOCTYM TOJbKO K OJJTHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu T1e0s B3jIOMaNId, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBJICHBI Y T€OST B IPY3bSAX, O TOM, YTO T€Os B3JIOMaJIM M, BO3MOXKHO, OT TBOErO UMEHH OyJeT
pacchLIaThCsl CliaM U CChIIKM Ha (DUIIMHTOBBIE CAMNTHI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOumsHBI TenedoH;

6. OTKII0YM COXpaHEHHE TapoJIs B Opaysepe;

7. He oTkpbiBaii (aiinel U Ipyrue BIOKEHUS B MUCbMAX, )€ €CJIM OHU MPUIILIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTHPAaBIISUIA JTU OHU TeOe 3TU (paitibl.

udposasi penyrauust

Hudposas pemyrauus - 3T0 HeraTUBHAs WIM MO3WTHUBHAs HMH(opManus B ceTu o Tebe.
Kommnpomerupytomiast undpopmanus, pa3MelieHHas B UHTEPHETE, MOKET Cepbhe3HbIM 00pazoM
OTpa3uThCs Ha TBOEW peanbHOM xu3HU. "Lludposas penyranus" - 3TO TBOW UMHIK, KOTOPBIN
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, 0COOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue moApoCTKH JIETKOMBICIEHHO OTHOCATCA K MyONWKalUU JTUYHON MH(pOpMaluu B
WNHurepHere, He MOHUMAas BO3MOKHBIX MOCIEACTBUM. Thl 1ake HE CMOXKEINIb AOrafaThCsi O TOM,
yT0 (hoTorpadus, pasmMenieHHas 5 neT Ha3aj, cTalla MPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommeHnTtapuu, pa3smenienue 1Boux (otorpaduii u 1pyrue AecTBHs MOTYT HE HMCUE3HYTh
Jla’ke MOCIe TOT0, KaK Thl UX yJAIUIIb. Thl HE 3HaelIb, KTO COXPAHUI ATy HHPOpMAIIKIO, MoTana
U OHa B MOUCKOBBIE CHUCTEMBl M COXpaHHIACh JIM OHA, a TJIaBHOE: YTO MOAYMAalT O Tebe
OKpYKaIoIllie JIOU, KOTOphle HAMIyT W yBUIAT 3T0. HaiiTu uHpOpMAaIHo MHOTO JIET CIYCTS
CMOXET JI000H - Kak M3 J0OpHIX MOOYKICHW, TaK U C HaMEpPEHHEeM MPUYUHUTH Bpea. JTO
MOET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(POBON peIyTalluu:

1. Moxymaii, mpexae 4yeM 4YTo-TO MyONMKOBaTh W TepelaBaTh y ceOs B Ojore wiu B
COIIMAIBHOM CETH;



2. B Hactpoiikax mpoQuisi yCTAHOBH OTPAaHMYCHHS Ha MPOCMOTP TBOEro NMpOQHIIsL U €ro
COJIEPKUMOTO, C/IeNIail €ro TOJIbKO "1ist Apy3eit";

3. He pa3memiaii u He ykas3piBail MH(OpPMAIMIO, KOTOPass MOXET KOTO-JMOO0 OCKOpPOJSATh
WM OOMKATh.

ABTOpCKOE PaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTHBHBIE MOJIb30BaTeNn IH(ppoBoTo mpocrpancTBa. OmHaKo
JlaJIeKO HE BCE 3HAIOT, YTO IOJb30BaHUE MHOTMMH BO3MOKHOCTSMH LIU(PPOBOrO MUpa TpeOyeT
co0I0/IeHNs IIPaB HAa MHTEIUIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "HHTEIUIEKTyalbHass COOCTBEHHOCTH" OTHOCHUTCS K pa3JIU4YHBIM TBOPEHUSIM
YeJI0OBEUECKOr0 yMa, HauMHAasl ¢ HOBBIX M300pETEHUI U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIYyrHM, W 3aKaHuuBasg KHUTamH, ¢ororpapusiMu, KUHODUIBMAMHU U
MY3bIKJIbHBIMU IPOU3BECHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha MHTEJUIEKTYyaJbHYI0 COOCTBEHHOCTh HA IPOU3BE/IECHUS
HayKH, JIUTEpaTypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B KaYECTBE TapaHTHH TOTO, YTO
MHTEJJIEKTYaJIbHBII/TBOPUECKUIM TPy aBTOpa HE OyAeT HAIpacHbIM, JAacT €My CIIpaBeIJIMBbIE
BO3MOXHOCTH 3apaloTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyYUTh U3BECTHOCTb U MpPU3HAHHUE.
Huxkro 6e3 pa3perienus aBTopa He MOKET BOCIPOU3BOAUTD €r0 IPOU3BE/IEHUE, PACIIPOCTPAHSATD,
nyOJIMYHO JEMOHCTPUPOBATh, MpOJaBaTb, WMIIOPTUPOBATH, IYCKaTh B MpPOKAT, MyOIMYHO
UCIIOJIHATH, IOKAa3bIBaTh/UCIIONHATD B 3(upe Ui pazMeniaTtsh B MIHTepHeTE.

Hcnonb3oBanue "muparckoro” mporpaMMHOrO OOecreueHuss MOXKET MPUBECTU K MHOTMM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHpPOBKH TBOETO YCTPOWCTBa, TJie
yCTaHOBJIEHA HellerajbHas nporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYILECTBYIOT JIETAIbHbIE
1 OecIulaTHbIE POrPaMMbl, KOTOPbIE MOYKHO HalTH B CETH.

O nopraJe

CereBUYOK.p - TBOM TJaBHBIM COBETYMK B CETH. 37eCh Thl MOJXKEIIb Yy3HATh O
0€30MacHOCTH B CETH NMOHATHBIM W JIOCTYIHBIM SI3bIKOM, @ MPU BO3SHUKHOBEHHM KPUTHUYECKOM
CUTyallul OOpaTUTbCA 32 COBETOM. A Tak)Ke MPHUHSATH y4acTHE B KOHKYpCax M CTaTb CaMbIM
U (POBBIM I'pakIaHUHOM !
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